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Content Filtering Mail Server

Postfix

— Mail server

Amavisd-new SpamAssassin ClamAV

— Scan engine I Ilmlmdk
SpamAssassin | Amavisd-new

— Content filter H

ClamAV — Pﬂstiji:nlmj[:@

— Virus scanner

X

Reference from: http://www.kernel-panic.it/openbsd/mail/mail6.html



Postfix on Ubuntu

* |nstallation

— PostfixBasicSetupHowto
https://help.ubuntu.com/community/PostfixBasicSetupHowto

* Relay Setting
— [etc/postfix/main.cf

* relayhost = XXX.XXX.XXX.XXX

192.168.1.4
192.168.1.1 192.168.1.2 192.168.1.3

relayhost=192.168.1.3 relayhost=192.168.1.2


https://help.ubuntu.com/community/PostfixBasicSetupHowto
https://help.ubuntu.com/community/PostfixBasicSetupHowto
https://help.ubuntu.com/community/PostfixBasicSetupHowto

Content Filters

 |nstallation

— UbuntuPostfixZ [ {4 i ﬁk;_lr_:—,t?'
http://blog.yesican.tw/?p=874

* Notes
— Log file
» /var/log/mail.log

— /etc/amavis/conf.d/20-debian_defaults

* Experiment on Spamassassin
— Sfinal_spam_destiny = D_REJECT;
* Experiment on ClamAV
— Sfinal_spam_destiny = D_PASS
— EICAR Test Virus

http://www.rexswain.com/eicar.html



Experiment Scenarios

* Mail Spam

) .
SpamAssassin
Response

192.168.1.4
192.168.1.1 192.168.1.2 192.168.1.3

* Virus Scan
| coma
Response

192.168.1.4
192.168.1.1 192.168.1.2 192.168.1.3



